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British Hacker IntelBroker Indicted for
$25M Cybercrime Spree

British national Kai West indicted in U.S. for $25M
cyberattacks, linked to major breaches in telecom and
healthcare sectors.

NACHRICHTEN AG

Key West, Florida, USA - In a world increasingly fraught with
cyber threats, a significant case has emerged that underscores
the urgency of addressing these dangers. Kai West, a 25-year-
old British national, has been indicted in the U.S. for
cyberattacks that have reportedly caused over $25 million in
damages. Operating under the pseudonym ,,IntelBroker,* West
was apprehended in France in February 2025, and the U.S.
Department of Justice (DoJ) has unsealed a four-count criminal
indictment against him, comprising charges of computer
intrusion and wire fraud, which could lead to sentences of up to
20 years in prison.

What makes this case particularly striking is the scale of West’s



alleged activities. According to Security Affairs, he managed
to breach over 40 organizations, focusing on U.S. telecom and
healthcare sectors. Despite his claims of being from Russia or
Eastern Europe, investigators linked his operations to crypto
payments and identifiable IP addresses, revealing that he led a
group known as ,,CyberN[—]* from 2023 to 2025. The
investigation involved multiple agencies, including the FBI and
international partners, highlighting the collaborative effort
required to tackle such widespread criminality.

The Bigger Picture

This high-profile indictment is only a small part of a much larger
narrative unfolding in the realm of cybersecurity. Data breach
statistics indicate an alarming trend: by 2025, global costs
attributed to cybercrime are expected to reach a staggering
$10.5 trillion, making it the third-largest economy in the world.
As reported by Secureframe, the average cost of a data breach
rose to $4.88 million in 2024, a 10% increase from 2023, with a
significant portion of breaches involving customer personal
identifiable information.

To put this in perspective, 46% of breaches are linked directly to
such sensitive data, leaving organizations vulnerable and
customers distrustful. Alarmingly, 74% of breaches involve some
human element, and a considerable 12% of employees have
been found to take sensitive information when leaving their jobs.
This highlights not just the technological vulnerabilities but also
the human factor that needs addressing.

Rising Cybercrime Activities

The data further emphasizes that as we progress into 2025, the
U.S. has seen a marked increase in cybercriminal activity. With
over 4,608 data breaches reported in just one year—from
September 2022 to September 2023—impacting more than five
billion records, the landscape is becoming increasingly
treacherous. BD Emerson reveals that more than 2,328


https://securityaffairs.com/179367/cyber-crime/kai-west-aka-intelbroker-indicted-for-cyberattacks-causing-25m-in-damages.html
https://secureframe.com/blog/data-breach-statistics
https://www.bdemerson.com/article/complete-cybercrime-statistics

cyberattacks occur daily, amounting to nearly 850,000 annually.
Such figures serve as a stark reminder of the urgent need for
robust cybersecurity measures.

Fraud remains a prominent issue, with credit card fraud making
up 43.9% of identity fraud cases reported to the Federal Trade
Commission, which received a whopping 6.47 million cybercrime
reports in 2024. Interestingly, California, Texas, and Florida lead
the way with the highest number of reported victims, illustrating
that no state is immune to the pervasive threat of cyber
assaults.

Facing the Challenges Ahead

As the threats evolve, organizations are being urged to develop
comprehensive incident response plans. They are also advised
to bolster security measures, as statistics show that companies
typically take 204 days to recognize a breach and another 73
days to contain it. The financial implications can be crippling;
organizations that take longer than 200 days to identify a
breach can incur losses upwards of $4.95 million, according to
Secureframe.

Indeed, as we examine Kai West’s case against this backdrop, it
becomes clear that cybercriminal activities, like those he is
accused of, are part of a larger ecosystem that affects us all.
With increased investment in cybersecurity training and
initiatives, organizations are bracing for what lies ahead,
knowing that the ability to adapt is key in this ever-evolving
landscape.
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