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Cyber Chaos: Accidents Mistaken for
Attacks in Control Systems!

Explore the implications of the 2021 Oldsmar water
contamination incident, revealing cybersecurity

misidentifications and the need for better forensic
practices.

Oldsmar, Florida, USA - In recent years, the operational
technology (OT) cyber landscape has entered a whirlwind of
complexity, with incidents blurring the lines between accidents
and deliberate attacks. The OT cybersecurity community has
been quick to label many of these incidents as cyberattacks,
often without the thorough investigations necessary to
understand their true nature. With significant implications for
public safety and infrastructure, what does this mean for our
understanding of cybersecurity?

The OT cybersecurity community is emboldened but also
confused, as they wrestle with the misidentification of incidents.



A closer look reveals that not all incidents, including some high-
profile cases, indicate malicious intent. As Control Global
points out, both the April 2025 Norwegian dam incident and the
February 2021 Oldsmar water-treatment incident showcase
vulnerabilities in OT systems but lacked the forensic capabilities
to determine whether these were true cyberattacks or merely
accidents stemming from user error.

In the Norwegian case, a weak password was likely a gateway
for the hack; however, the intent behind it remains ambiguous.
The Oldsmar incident, although featured prominently by many
cybersecurity vendors, was ultimately attributed to a simple
mistake rather than a premeditated cyberattack. This distinction
is crucial as it affects how we respond to these incidents.

Incidents with Physical Consequences

As the decade has progressed, we’ve seen a marked increase in
OT cyber incidents—approaching one hundred recorded events
since 2020. Alarmingly, many of these incidents have resulted in
physical consequences. Waterfall Security recently compiled a
compelling list of the top ten OT attacks, which emphasizes the
severe impact these incidents can have. Take the May 2021
ransomware attack against JBS Foods, for instance, which
disrupted meat production across North America and Australia,
illustrating the real-world ramifications of cyber vulnerabilities.

However, it is essential to distinguish between deliberate
sabotage and unintended incidents. Many attacks were
categorized as unintended cyber-sabotage, such as the near-
poisoning of Oldsmar’s water supply, which was thankfully
thwarted by a vigilant operator. The attacks on critical
infrastructure have generally shown that the damage they cause
can sometimes be exacerbated by poor identification and
response protocols.

Learning from Past Incidents

https://www.controlglobal.com/blogs/unfettered/blog/55302207/misidentification-of-control-system-cyber-incidents-accidents-or-cyberattacks
https://waterfall-security.com/ot-insights-center/ot-cybersecurity-insights-center/ot-cybersecurity-the-top-10-attacks-since-2020/


It’s not just the millions lost to ransomware that we need to be
concerned about but also how these incidents evolve over time.
The OT cybersecurity landscape is steeped in lessons from
unforgettable attacks over the past decade. Notable cases, from
the self-propagating Stuxnet that targeted Iranian nuclear
facilities to the Triton malware that threatened a Saudi
petrochemical plant, have underscored the necessity of strong
cybersecurity measures. Each instance serves as a reminder
that cyber threats are not merely abstract problems; they can
execute real-world chaos.

To add to this, Medium highlights the profound impact of the
Ukrainian Power Grid attack in 2015, which left over 230,000
people without power. This attack emphasized the political
motivations often intertwining with cyber incidents, prompting
calls for increased awareness and preparedness in our critical
systems.

The evolving nature of technology complicates the issue even
further. As connectivity increases between information
technology (IT) and operational technology (OT) networks, so
too do the potential risks for simultaneous infrastructure
attacks. This evolution requires us to be vigilant and proactive in
mitigating risks, as the line between a glitch and a cyberattack
becomes increasingly blurred.

The conversation surrounding OT cybersecurity is crucial not
only for protecting our infrastructures but also for safeguarding
our communities. Enhanced training, improved forensic
capabilities, and a more nuanced understanding of these
incidents will be vital as we navigate this increasing complexity.
There’s an undeniable urgency to strengthen our defenses and
prepare for an ever-evolving threat landscape.
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https://medium.com/@kaoutar.ech.chayeb/ot-cybersecurity-exploring-the-top-5-unforgettable-attacks-in-the-operational-technology-world-12022533131c
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